
“The Clumio service 
has been built 
for multi-tenancy 
by isolating 
each customer’s 
backup data from 
other customers.”
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The Challenge
Businesses have no choice but to responsibly manage the protection, compliance, 
and governance of their data. But achieving sufficient protection and compliance 
requires secure processes and technologies.  Most companies must invest heavily in 
the administration of current backup systems that drive significant complexity and 
management overhead on responsible organizations. 

This complexity can be the root cause of security breaches resulting in negative 
impacts on business operations and company reputation. 

The Solution
The Clumio service is designed to back up and restore all enterprise applications, 
whether running within a private cloud, public cloud, or as a SaaS application. Clumio 
eliminates the need for enterprises to manage any backup infrastructure while 
allowing administrators to focus on more value-added activities.  

In today’s world of frequent security breaches, the Clumio service is built from the 
ground up to preserve the security and integrity of customer data. From day one, 
Clumio has focused on and architected security into all aspects of our service and 
we will maintain that as a fundamental element of our service so that our customers 
trust Clumio to secure, protect and recover their data.

Clumio Architecture
For backing up on-prem and public cloud applications, customers deploy a cloud 
connector.  For EBS backups, native cloud formation templates are used.  The cloud 
connector is responsible for detecting the inventory, as well as for securely moving 
data between the customer’s data center and the cloud for backups and restores.

Secure Backup as a Service for the Enterprise
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Clumio is the innovator of authentic SaaS for enterprise backup. Using this secure service, organizations eliminate hard-
ware and software for on-premise backup and avoid the complexity and cost of running third-party backup software in 
the cloud. As enterprises move aggressively to cloud, they use Clumio to protect workloads like VMware Cloud on AWS and 
AWS native services. Born in the public cloud, Clumio can leverage the most modern cloud services to ensure it meets the 
current and future backup requirements of the most demanding enterprises. 
For more information, visit: www.clumio.com

Backup data is deduplicated, compressed, and then encrypted 
within the cloud connector before being written to S3 buckets. 
During restores, the compressed and encrypted data is sent back 
to the cloud connector, which decrypts the data and makes it 
available for the application.

Secure Infrastructure
Clumio operates within a virtual private cloud (VPC), a logically 
isolated network within the Amazon Web Services (AWS) cloud. 
AWS is ISO 27001 certified, has completed multiple SAS-70 Type II 
audits, and publishes a SOC 2 report under both the SSAE 18 and 
ISAE 3402 professional standards.

Secure Access
Clumio customers access the service via an email address 
and a password. The passwords require a minimum of eight 
characters with at least one number and one special character, 
which provides greater security for these passwords. These 
user passwords are stored in AWS Cognito, a user management 
service that is compliant with ISO27001, PCI DSS, SOC 2, and other 
standards.

Network Security
All communication from the connector to the Clumio service 
happens over TLS connections, which prevent passive 
eavesdropping, active tampering, and forgery of messages. These 
are all outbound connections, which means that customers do not 
need to open a port in their firewall to use the Clumio service.

Data Segregation
The Clumio service has been built for multi-tenancy by isolating 
each customer’s backup data from other customers. 
The following steps are taken to accomplish this:

• A unique ID is assigned to every customer’s account.
• All cloud connectors associated with the customer’s account add

this ID as a prefix to the name of the backup objects.
• The corresponding ID must be provided to read the backup objects.

This approach ensures that one customer’s data can never be read 
by another customer.

Encryption at Rest
In addition to providing data segregation, the Clumio service 
uses AES-256 strong encryption technology to protect data at 
rest. Each customer’s backup data is encrypted with their unique 
encryption key. The usage of separate encryption keys for each 
customer ensures that even if one encryption key is compromised, 

only one customer would be impacted. Further, the data 
encryption key (DEK) is encrypted with a Customer Master Key 
(CMK) and then stored with the encrypted backup data in the S3 
bucket, as shown in the figure below. The Clumio service decrypts 
the DEK, which requires the CMK to decrypt the backup.

By default, the CMK is generated by the Clumio service using AWS 
KMS (Key Management Service). However, this architecture allows 
customers to provide their encryption key for use as the CMK. If 
customers use this option, then they have full control over the 
lifecycle of the CMK, and thereby control the ability to decrypt the 
data. If they disable access to this CMK, the Clumio service will no 
longer be able to decrypt the data. Customers can also audit ac-
cess requests to this CMK, thereby validating the usage of this key.  
The plaintext CMK is never stored in the Clumio service. 

Audits & Certifications
Clumio has engaged a 3rd party to perform network and applica-
tion-level penetration testing on the Clumio backup service and cloud 
connector.  A summary report is available upon request to customers.

Clumio operates under an Information Security Management 
System and has successfully passed an audit for ISO27001:2013 certifi-
cation in Q4 2019.  A SOC 2 Type 1 report will be published in Q4 2019.  

Conclusion
The Clumio service ensures the security of the customer’s data 
by following several industry-standard best practices for building 
secure SaaS solutions. To make traditional solutions secure, cus-
tomers must take on significant complexity and management bur-
dens. However, by taking a security-first stance, the Clumio service 
delivers enterprise-class security by default, without imposing any 
such overhead on the customer.  
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